Two-factor Authentication via Google
Authenticator Extension in Chrome Browser

If a user does not have access to the mobile device, then the user can use Google
Authenticator Extension on the web browser for authentication.

How to Install Authenticator Extension

Perform the following steps to install and setup the Google Authenticator Extension in your
preferred browser.

For example, if you are using Chrome as your browser, then:
1. Navigate to the Chrome Web Store.
2. In the search bar, type Authenticator.

3. Click Add to Chrome button next to the extension.
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4. A popup will appear. Click Add extension to confirm the installation.
The Authenticator extension will be added to your Chrome toolbar.
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5. Pin the Extension (Optional): You can pin the extension for easier access by clicking
the puzzle icon (extensions) and then the pushpin icon next to the Authenticator
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How to Authenticate via Google Authenticator Extension

Perform the following steps:

1. Log in to mySchneider with your existing valid credentials.
The Keep Your Account Safe page is displayed.
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2. Click Google Authenticator. A QR code is displayed.
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Secure Your Account

Scan the QR Code below using your prefarred
authenticator app and then enter the provided one-time
code below

3. Click the extension icon, then the scan icon.
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5. Your acount is added and a pop up is dlsplayed Cllck OK
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6. Click the extension icon and copy the authentication code.
NOTE:
e The code will have a countdown clock, indicating how long the code is valid for.
e Youcan copy the code by cllcklng on |t
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7. Enter/Paste the authentication code.
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8. Click Continue.

A recovery code is displayed, which will let you log in without your device. You can
copy the code or take a screenshot.

9. Click Continue.
You are now successfully authenticated via Google Authenticator extension.
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Two-factor Authentication via Google
Authenticator Extension in Microsoft Edge Browser

How to Install Authenticator Extension

Perform the following steps to install and setup the Edge Authenticator Extension in your
preferred browser.
For example, if you are using Edge as your browser, then:

1. Navigate to the Microsoft Edge Web Store.
2. In the search bar, type Authenticator.
3. Click on Get button.
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4. A popup will appear. Click Add extension to confirm the installation.
The Authenticator extension will be added to your Microsoft Edge Browser toolbar.
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5. Pin the Extension (Optional): You can pin the extension for easier access by clicking
the puzzle icon (extensions) and then the pushpin icon next to the Authenticator
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How to Authenticate via Microsoft Authenticator Extension

Perform the following steps:

1. Log in to mySchneider with your existing valid credentials.
The Keep Your Account Safe page is displayed.
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2. Click Google Authenticator. A QR code is displayed.
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Secure Your Account

Scan the QR Code below using your prefarred
authenticator app and then enter the provided one-time
code below

3. Click the extension icon, then the scan icon.
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5. Your acount is added and a pop up is dlsplayed Cllck OK
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6. Click the extension icon and copy the authentication code.
NOTE:
e The code will have a countdown clock, indicating how long the code is valid
for.
e Youcan copy the code by cllcklng on |t
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7. Enter/Paste the authentication code.
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8. Click Continue.

A recovery code is displayed, which will let you log in without your device. You can
copy the code or take a screenshot.

9. C(lick Continue.
You are now successfully authenticated via Microsoft Edge Authenticator extension.
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Two-factor Authentication via Google
Authenticator Extension in Firefox Browser

How to Install Authenticator Extension

Perform the following steps to install and setup the Firefox Authenticator Extension in your
preferred browser.

For example, if you are using Firefox as your browser, then:

1. Navigate to the Firefox Web Store.
2. In the search bar, type Authenticator.
3. Click on Get button.
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4. A popup will appear. Click Add extension to confirm the installation.
The Authenticator extension will be added to your Microsoft Edge Browser toolbar.
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5. Pin the Extension (Optional): You can pin the extension for easier access by clicking
the puzzle icon (extensions) and then the pushpin icon next to the Authenticator
extension.
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How to Authenticate via Microsoft Authenticator Extension

Perform the following steps:

1. Log in to mySchneider with your existing valid credentials.

The Keep Your Account Safe page is displayed.
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3. Click the extension icon, then the scan icon.
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4. Use your mouse to scan the QR code.

5. Your account is addedand a pop-up is displayed. Click OK.
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6. Click the extension icon and copy the authentication code.

NOTE:
e The code will have a countdown clock, indicating how long the code is valid
for.
e Youcan copy the code by cI|ck|ng on it.
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8. Click Continue.
A recovery code is displayed, which will let you log in without your device. You can
copy the code or take a screenshot.
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9. Click Continue.
You are now successfully authenticated via Firefox Authenticator extension.
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