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Securing Your Digital Transformation:
How Cybersecurity is Key to Risk Management

Today’s disruptive digital technologies have opened up new hori-
zons and opportunities to provide a step-change in operational
excellence. But this step change is not without additional risks and chal-
lenges, not the least of which is cyberattacks which can steal or corrupt
data, damage systems, shutdown facilities, or even wreak severe havoc
on operations, personnel, and the environment.

This research spotlight will explore risk management and its role in in-
dustrial cybersecurity and sustainable operations. We will highlight the
market trends, direction, and challenges, particularly in light of Indus-
trial Transformation (IX).

We will discuss the role of cybersecurity within an overall risk manage-
ment framework, its position in the operational architecture, strategies
to minimize risk, and the right top-down and bottom-up approach that
successful IX leaders follow. Finally, we will make recommendations as
to how best to choose, adopt, and implement cybersecurity solutions,
particularly at the operational level.

Figure 1 — Risk Management

The Risk Management Challenge

LNS’s research shows that transformation leaders envision from the top
down and build from the bottom up. Risk management and thus, cyber-
security is no exception. Companies set sustainability targets that drive
the risk profiles of their plants and facilities. Risk management strategies
demand multiple strategies, including cyber-defense, that protect and
ensure reliable operations in assets, processes, and people. However,
most companies leave this cybersecurity role solely to IT when, in fact,
it must be shared with management at the top and OT at the plant,
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factory, and facilities level. The alignment of these stakeholders and the
associated supporting cyber-defense technologies is inherently chal-
lenging.

o Responsible Operations and Sustainability

Intelligent Risk Management

o Operational Excellence

Asset Performance Management

o Reliability

o Operations and Maintenance

Figure 2 — Risk Management and Security Relationship

What is Risk and Risk Management?

First, what is risk? In simple terms, it is the exposure of someone or
something of value to danger, harm, or loss, often collectively known as
hazards. A risk is a chance that any potential hazard will actually cause
harm. When we typically think of risk, we think of potential damage or
loss to an asset during operations, such as equipment, property, or plant.
The damage or loss could also be to people, environment, reputation,
and finances. In addition, financial risk takes many forms: market, eco-
nomic, interest rate, liquidity, credit, etc.

There are two types of risk: Systematic and Unsystematic.

Systematic or market risks are those that can affect an entire economic
market or a very large percentage, due to political, macroeconomic, or
other negatively impacting factors. Unsystematic risk is damage or loss
due to a company or industry-specific hazard.
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Figure 3 - Systematic vs. Unsystematic Risks
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Risk Management is the identification, evaluation, and prioritization of
risks followed by coordinated and economical application of resources
to monitor, minimize and control the probability (prevention) or impact
(mitigation) of hazardous events or to maximize the realization of op-
portunities. In short, Security Measures are taken to manage risk.

What is Security?

In short, security is the state of being free from
hazards. Security comes in two forms:

Physical Security, which includes:

e Tangibles such as plant, property, people,
community, the environment, etc.

e And intangibles: public reputation, license
to operate, etc.

Information Security, which includes:

e Protection of data and IP Figure 4 - Security

e Associated networks, software, hardware and systems

One can say that security is being able to neutralize any potential threats
and be protected from any hazards that may occur. Cyber attacks can
threaten both forms.

Who Manages Risk?

In most industrial organizations, financial risk is managed by the Chief
Financial Officer while Operational Risks, those encountered at operat-
ing facilities, are governed by the business unit leadership. Traditionally
these two groups of risk were managed separately, perhaps only coming
together at a high-level operating or risk committee. But more recently,
with increasing concern for people, planet, and profit, many companies
have now combined the two and elevated them to the highest level of
importance under the umbrella of corporate sustainability. Corporate
sustainability refers to an organization’s impact on the surrounding eco-
nomic, environmental, and social systems caused by its everyday
activities. In practice, these two groups often operate entirely separately
and only roll-up at the reporting level.
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Figure 5 - Typical Organization Chart

Where Does Cybersecurity Fit?

Cybersecurity risk traditionally falls under the CIO’s purview, with the
role of the Chief Information Security Officer (CISO) reporting to the
CIO. In most organizations, the business units and their operations de-
pend on the CISO and IT to manage cyber-risk, extending well into OT’s
backyard. This naturally raises the IT-OT Convergence issue, which LNS
about which LNS has written extensively.

What About Cybersecurity and Business Continuity?

Business continuity is defined as the process of creating systems of pre-
vention and recovery to deal with potential threats to a company. In
addition to prevention, the goal is to enable ongoing operations before
and during execution of disaster recovery.

An organization's resistance to failure is "its ability..to withstand
changes in its environment and still function." Often called resilience, it
is a capability that enables organizations to either endure environmental
changes without having to permanently adapt, or to adapt the organiza-
tion to a new way of working given the new environmental conditions.

Cyber attacks can clearly have distastrous consequences and thus busi-
ness continuity planning must include cyber strategy, detection,
containment response and recovery part and parcel to to its ability to be
resilient.
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Who in Your Organizationis
Responsible for OT Cybersecurity?
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Figure 6 — Cybersecurity Responsibility

LNS believes that CISOs should, at least, dual report to more senior lev-
els, as the reality of cyberattacks poses a genuine threat to the company,
its operations, intellectual capital, and reputation.

Perhaps the only
external organiza-
tion  that  has
interests in the fi-
nancial, as well as
the operational
side of a company’s
business, is the in-
surance industry.
They not only in-
sure assets and
collect risk-related
data but actively
work with clients to reduce risk by sharing best practices gained through
their experience of working with other operating companies across
many industries. They, too, have an interest in cybersecurity.

Figure 7 - Cybersecurity Insurance
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Cybersecurity and Risk

Cybersecurity fits into both the systematic and unsystematic categories.
Why? First, cybersecurity attacks from outside the organization, be they
State-sponsored, also known as nation-state threat actors, hacktivists
with political agendas, or individual threat actors, cannot be controlled
by the company; that is, the company cannot prevent them from attack-
ing. Thus, they are a form of systematic risk.

Unlike other types of systematic risks and certainly different than our
ability to characterize unsystematic risks (e.g., say using FMEA on a
pump), systematic cyber risk events can be sudden and unexpected, or
the likelihood of their occurrence can build up through time in the ab-
sence of appropriate policy (people, process, technology, and especially
management) responses.

On the other hand, many risks can be controlled by the company to pre-
vent attacks. Companies can do this through cyber-awareness, policies,
and procedures, as well as both physical and procedural controls. For
example, disallowing use of thumb drives, strict management of change
for control strategy changes, device installation and programming, and
access control to vital systems such as safety shutdown. Thus, they are a
form of unsystematic risk.

What is clear is that when companies do not take appropriate steps, their
vulnerability to both systematic and unsystematic risks increase.

Measuring and Expressing Risk

What is Risk?
RISK = Probability of Occurrence x Severity of the Occurrence

where the probability of occurrence is a percentage likelihood and the
severity of the occurrence is usually measured in monetary terms.

How is Risk Expressed?

The Risk Register is the most common tool for categorizing the levels of
risk, often captured in a spreadsheet, and displayed in a Risk Matrix.
However, it suffers from a lack of precise quantitative expression and
the fact that enterprises often implement it with homegrown spread-
sheets. In fact, of 82 companies surveyed that currently manage
Operational Risk with software, only 11% use purpose-built risk soft-
ware, and 51% use homegrown or financial systems.
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Figure 8 — Risk Matrix

Modern risk management software programs facilitate all types of risk
analysis, including the processes, activities, and tasks, as well as the
tracking and reporting of risks at multiple levels throughout an organi-
zation. More sophisticated approaches, such as Quantitative Risk
Analysis (QRA), provide a formal and systematic estimation of the likeli-
hood and consequences of hazardous events and express the results
quantitatively as the risk to people, the environment, or the busi-
ness.QRA also assesses the robustness and validity of quantitative

MODERN RISK MANAGEMENT
SOFTWARE PROGRAMS
FACILITATE all types of risk

results by pinpointing critical assumptions and risk driving elements. analysis,including the pro-
cesses,activities, and tasks, as
What About Standards? well as the tracking and report-

ing of risks at multiple levels

The Open Group selected FAIR* for a standard information risk taxon- o
throughout an organization.

omy and a standard methodology for analyzing information risk. At the
same time, we have NIST 800-82 guidelines and IEC 62443 that form the —JOE PERINO
backbone of reference standards for ICS cybersecurity. In addition, the Research Analyst
North American Electric Reliability Corporation (NERC) offers an exten-

sive set of Critical Infrastructure Protection (CIP) standards. Similar

standards exist in Europe via The European Union Agency for Cyberse-

curity (ENISA), though, at the ICS level, IEC standards are the common

denominator.
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Figure 9 — NIST Cybersecurity Framework

In addition, ISO 31000 is a guideline, provid-
ing a generic approach to risk management, RISK MANAGEMENT FRAMEWORK (based on IS0 31000)
which can be applied to different types of
risks and used by any kind of organization,
and thus is not a detailed blueprint for how

to build and implement a cyber risk frame- L s
work.
[==]
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LNS’s research tells us that company stand- = IDENTIFY rskis £3
oF ANALYZE risk(s) S
ards plus ISO 31000 are the most commonly r3 S HE
= E 2
adopted, three-quarters of respondees don't gi —— %:’E
use either. And even more problematicis the E : tchloqy,assis iz
relatively low uptake of IEC 62433 and NERC 8
who are specifically targeted at ICSs. RECORD AND REPORT

data, analytics

©LNS Research. All Rights Reserved.

Figure 10 — Risk Management Framework
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Figure 11 — Standards Adoption

Finally, none of these standards explicitly addresses risk measurement
and expression nor a uniform way of auditing cybersecurity risk. So
more is needed than just standards ands guidelines.

Managing Risk

No matter how much time, effort, and expense organizations expend
to reduce risk, they cannot eliminate all risks, i.e., they are never zero.
So the real question facing companies is:

1. What risks are acceptable?
2. How much to tolerate?
3. Given Nos. 1 and 2, how to manage the risk?

Cyber risk management requires a shared response, involving govern-
ments, industry, companies, including insurers, as well as individuals
and technology suppliers.
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Figure 12 — Risk Management Collaboration

Recommendations

Promote Awareness

Companies need to elevate the BE CYBER
SAWVY '

importance of cybersecurity at all
employee and organizational lev-
els through leadership, aware-
ness, policies and procedures, OCTOBER IS

and training. Companies should B'[\YR[t])'[:\8
consider changing the cybersecu- BRI B TW I {0R
rity reporting structure to at least AWARENESS MONTH

dual reporting to senior risk man-

agement. Figure 13 — Cyber Awareness

It’s More About Process and People than Technology

Leverage the standards to develop specific policies and procedures. De-
velop a comprehensive Risk Hazard Analysis strategy, approach, and
methodology. The strategy must address both types of risk, systematic
and unsystematic. Make sure cybersecurity is part of business continu-

ity.
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Figure 14 — Risk Management Process

Implement Cyber Technology Defense at All Levels

In addition to the IT suite of cyber technologies, robust technologies ex-
ist to protect the entire operational architecture, including the ICS
environment, that is the ISA 95 levels 1 to 3. LNS’s research shows that
the OT environment is under-penetrated with the standard IT cyberse-
curity solution stack, let alone dedicated ICS cybersecurity software.
Note that not all ICS cyber solutions are the same, so do a thorough eval-
uation. Solutions should include active and passive threat detection
down to ISA 95 Level 1.
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Which Cybersecurity Technologies/Techniques
Have You Applied to Your OT Environment?
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Figure 15 — Extent of OT Cybersecurity Stack

Ensure IT-0T Collaboration

IT and OT must work together through shared
goals and resources. IT should resist the idea
that since non-OT cybersecurity falls under
their purview, therefore, so should OT cyber-

security. Cooperation and shared ownership 'ﬂ
will serve the company much better than land- -
grabs or head-butting. Invest in building skill- %L@z

sets at the IT and OT levels. OT needs to step

up with its own architects, cybersecurity spe-

cialists, data and network engineers. Figure 16 — IT/OT Partner Collaboration

Select the Right Cyber Partners

Many choices exist in the market, so do your diligence carefully. Lever-
age the services of partners who have experience and domain
knowledge. For most companies, IT and OT cannot do it all themselves.
Several private firms offer risk management assessment and auditing as
well as software for quantifying risks, including cybersecurity. Note that
IX Leaders are more likely to recognize the need for dedicated cyberse-
curity solution vendors at the ICS level.

JUNE 2020
© LNS Research. All rights reserved. Insresearch.com 12


http://www.lnsresearch.com/

RESEARCH SPOTLIGHT

SECURING YOUR DIGITAL TRANSFORMATION

46%
50%

IT Vendor

l

Dedicated Cybersecurity
Independent Software Vendor (ISV)

18%

x

18%

Control Systems Vendor 23%

|

14%

Network Vendor 16%

I

0% 15% 30% 45% 60%

IX Leaders  ®Followers

Figure 17 — Cybersecurity Solution Vendors

So consider assembling a team, including your automation, networking
technology, cybersecurity software vendors, and consultants. Note that
the major automation vendors all have cybersecurity services and have
partnered with other technology providers to support architectural net-
work design, compliance, and auditing. Some can supply turnkey
solutions and support. Be sure to evaluate how you are planning to sup-
port your system, especially if you lack sufficient plant IT and OT

resources.
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