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The firmware update procedure is in the EcoStruxure Control Expert (Unity Pro) help: Modicon M580 Platform / Modicon M580 OPC Factory Server / BMENUAO0100 Installation and

Configuration / Firmware Upgrade.

Note: Our firmware is continuously reviewed and updated in order to maintain the highest level of quality of our products. Schneider Electric recommends to all customers to
ensure that their installation is up to date with the newest firmware versions, to protect their infrastructures against cybersecurity threats and experience the best quality.
For further information please visit the Schneider Electric Cybersecurity Support Portal: https://www.se.com/ww/en/work/support/cybersecurity/overview.jsp

Version # e o_f Internal reference Description
Publication
PEP1087275R Publish variables glitch during PLC online modification
PEP1059542R Update the redundant Level supported
PEP1051632R Some special characters are not supported by BMENUAO0100 on OPCUA Client
PEP1056742R Must support intermediate CA certificate
SV 2.03 06/2024 PEP1069769R Service Level wrong in HSBY PLC A
PEP1096122R Index range returns whole array when equal to 0
The following third-party component has been updated to address cybersecurity vulnerabilities
on OpenSSL component:
e (CVE-2023-0286
e (CVE-2022-4304
e (CVE-2023-0215
PEP1060891R e CVE-2022-4450
Monitored Items from subscription get frozen after 49 days of BMENUAQ100 continuous
SV 202 03/2023 PEP1049544R running : _ : N _ _
Correct an issue on “Decode extension object” which giving an initialization data problem and
PEP1041308R sometimes freezing opcua connection
PEP1021683R Lost of ping when the user was sending ping to the Control Port
SV 2.01 07/2022
PEPO665459R The 8 MSB bit of alias on located variable are not refreshed on the OPCUA client
PEPO660615R, By reading a Bool Structure or a Byte with an OPCUA client, it doesn’t show the good value. It’s
PEP0652471R showing 255 instead of 1.
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The firmware update procedure is in the EcoStruxure Control Expert (Unity Pro) help: Modicon M580 Platform / Modicon M580 OPC Factory Server / BMENUAO0100 Installation and

Note: Our firmware is continuously reviewed and updated in order to maintain the highest level of quality of our products. Schneider Electric recommends to all customers to

Configuration / Firmware Upgrade.

ensure that their installation is up to date with the newest firmware versions, to protect their infrastructures against cybersecurity threats and experience the best quality.
For further information please visit the Schneider Electric Cybersecurity Support Portal: https://www.se.com/ww/en/work/support/cybersecurity/overview.jsp

Date of

Version # S Internal reference Description
Publication
PEP0660296R Defining a String[xx] in Control Expert, result a Wrong data type seen on the OPCUA client
BMENUAO0100 doesn’t manage well the request from PLCOpen Function block “GetNodeHandle”
PEP0658952R which lead to BMENUAO100 module reboot
PEP0652436R String was not well managed
PEP0649984R OPCUA Client try to write several index of an INT array like Table[x].[x] without success
PEP0648168R Unicode was not supported by BMENUAQ0100 module
PEP0647577R The Read Array management issue.
PEP0581194R CyberSecurity: TPM Fail
PLCNUA-726 “CA Only” feature issue
VMT-6429 Remote Secure Boot bypass issue (CVE-2022-34762)
VMT-6430 Denial of Service issue (CVE-2022-34759)
1. Source time stamping
2. Enhanced routing capabilities
3. Diagnostics enhancements
New Features 4. Eliminate limitation about slot location for flat networks
SV1.12 07/2022 Intermediate firmware used to downgrade from SV 2.01 to SV 1.10
In HSBY, Control Expert Connexion from BMENUAO0100 Secondary to CPU Secondary wasn’t
SV 1.10 12/2020 PEP0571163R possible
PEPO571752R Syslog Events improvement
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The firmware update procedure is in the EcoStruxure Control Expert (Unity Pro) help: Modicon M580 Platform / Modicon M580 OPC Factory Server / BMENUAO0100 Installation and
Configuration / Firmware Upgrade.

Note: Our firmware is continuously reviewed and updated in order to maintain the highest level of quality of our products. Schneider Electric recommends to all customers to
ensure that their installation is up to date with the newest firmware versions, to protect their infrastructures against cybersecurity threats and experience the best quality.
For further information please visit the Schneider Electric Cybersecurity Support Portal: https://www.se.com/ww/en/work/support/cybersecurity/overview.jsp

Version # e o_f Internal reference Description
Publication
BMENUAO100 stay in Not configured State when Control Port is disabled and if the IP range is
PEP0596746R 10.10.11.xxx
PEP0601307R Improvement on the online changes — sometimes status code returned BadWaitingForlnitialData
1. Performances enhancements
e Upto 10 OPC UA clients simultaneously connected
e Upto 50 000 monitored items
e Up to 40 cumulative subscriptions
e Up to 20ms sampling rate
2. Cyber security enhancements
o Compatibility with Certificate Authorities and Public Key Infrastructure
3. Full support of IPV6 protocol
IMPORTANT: IPV6 configuration can be only static. Dynamic via SLAAC is not supported.
FAQO000133672: What could be the reason of getting all LED flashing at startup of BMENUAQ100?
https://www.se.com/us/en/fags/FAQ000133672/
New Features
SV 1.01.50 12/2019 Launch version
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