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This application note details the complexities of integrating patient room systems, comparing the
benefits of traditional (e.g., disconnected) to integrated setups. It provides a comprehensive view of
technical and architectural factors for creating an efficient and care-centric healthcare environment.

This discussion centers on leveraging internet of things (loT) technology, smart device integration,
and data analytics. The strategy encapsulates integrating connected products, edge control
solutions, applications, analytics, and services designed to enhance operational efficiency, reliability,
environmental sustainability, and overall patient experience.

The references section outlines the critical components of an effective integrated room solution
tailored for application by system integrators, facility managers, and healthcare information
technology (IT) professionals.

Note that the information in this document is subject to change without notice and is provided
without warranty, whether express or implied. The author(s) of this document have made every
effort to ensure the accuracy and completeness of the information contained herein; however,
Schneider Electric™ assumes no responsibility for any errors that may appear in this document.



2. Understanding and improving the patient experience

Prioritizing the patient experience in healthcare involves respecting patient values, preferences,
and individualized needs. It's a multidimensional approach extending beyond simply addressing
physical ailments to include emotional, social, and even financial aspects of their situation.!

2.1 The need for integrated monitoring and data sharing

Connected loT sensors monitor patient rooms beyond basic temperature and lighting control; The patient experience
they capture various environmental factors crucial for patient comfort and recovery. They collect  centers around their
data on air quality, humidity levels, sound pollution, and more, providing real-time insights to tailor active participation and
the care environment to individual patient needs, improving patient satisfaction and potentially decisions leading to
shortening hospital stays. their desired outcomes.
Aggregating data across healthcare systems creates a more comprehensive dataset to help:

o Better identify patterns and trends in patient comfort, enabling more predictive and proactive
healthcare measures

e Boost clinical and facility team operational efficiency
e Optimize use of energy, staff time, medical supplies, waste, medications, and equipment

e Reduce waste, alighing operations with eco-friendly practices to support sustainability efforts

2.2 Patient-centered models

A patient-centered model is based on collaborative care and treatment decisions between all parties
(e.g., the patient, their family, caregivers, and healthcare providers).

e Clinicians provide information, advice, and support

e Care plans are personalized, and patients are kept well-informed?

e Patients retain ultimate control over care choices

e Clinical spaces are adapted to patient needs
Quantitative and qualitative analysis is important for identifying factors most significantly impacting
patient satisfaction. Healthcare providers adopting a patient-entered model often see significant
results from patient-experience initiatives due to greater care performance and cost transparency.®

For example, hospitals with higher patient experience scores are often more profitable due to
increased patient loyalty and referrals, which are critical in a competitive healthcare environment.*

" Wolters Kluwer, Why patient-centered care is so important, 2022. 2 NEJM Catalyst, What is patient-centered care,
2017. 3 McKinsey & Company, Measuring the patient experience: Lessons from other industries, 2015. * RCG Global
Services, Four strategies to transform the customer experience in healthcare, 2023.


https://www.wolterskluwer.com/en/expert-insights/why-patientcentered-care-is-so-important
https://catalyst.nejm.org/doi/full/10.1056/CAT.17.0559
https://www.mckinsey.com/industries/healthcare/our-insights/measuring-the-patient-experience-lessons-from-other-industries
https://rcgglobalservices.com/blog/4-strategies-to-transform-the-customer-experience-in-healthcare

By breaking down the patient experience into discrete elements and identifying the strongest
satisfaction influencers empowers providers to prioritize improvement initiatives.® Regular
measurement of key performance indicators (KPIs) allows frontline staff to make real-time
adjustments, fostering a culture of continuous improvement.
Healthcare organizations can address patient expectations more effectively by:

Harnessing the power of data

Leveraging digital technology

Adopting innovative service models

Partnering with experienced industry leaders

Digitalization and loT integration enable real-time monitoring, control, and efficient
building operations.®

Data security and privacy due to the widespread use of digital and |oT technology.
People-centric care through personalized care, improved communication, and comfort.

Energy efficiency and sustainability to reduce energy consumption for environmental
and financial sustainability.

Remote monitoring and telehealth as healthcare resources become more constrained.”

Integrating existing healthcare systems with new technologies to avoid operational
disruptions.®

Patient satisfaction expectations are evolving to mirror the hospitality industry’s
personalization focus.®

® InMoment, 6 customer experience best practices to transform your patient experience program. ¢ McKinsey &
Company, Healthcare in 2030, 2020. * HealthTrust Performance Group, Identifying the driving forces in patient care
to improve satisfaction & outcomes. & Schneider Electric, Healthcare loT solutions. ® National Library of Medicine, A
systematic literature review of the patient hotel model, 2019.


https://inmoment.com/blog/6-customer-experience-best-practices-that-will-transform-your-patient-experience-program/
https://www.mckinsey.com/industries/healthcare/our-insights/hospital-care-in-2030
https://healthtrustpg.com/thesource/clinical-connection/patient-care/trends-in-patient-experience/
https://healthtrustpg.com/thesource/clinical-connection/patient-care/trends-in-patient-experience/
https://www.se.com/us/en/work/solutions/for-business/healthcare/
https://pubmed.ncbi.nlm.nih.gov/31211929/
https://pubmed.ncbi.nlm.nih.gov/31211929/
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2.5 Six patient experience metrics and KPlIs

KPlIs identify areas for patient experience and operational improvement, focusing spending on
areas with the most significant impacts. While there are multiple KPIs for assessing the patient
experience (see Figure 1), the most frequently used include:" "

1. Customer Effort Score (CES): Reflects the ease of patient interaction with healthcare
services

2. Customer Satisfaction (CSAT): Indicates a patient’s satisfaction with a specific
interaction or service

3. Net Promoter Score (NPS): Identifies performance and asks, “How likely are you to
recommend this facility to a friend?”

4. Patient Retention: Considers the proportion of patients who remain engaged with a
healthcare provider over time

5. Time To Resolve: Measures the time it takes to address a patient’s concerns or requests,
directly impacting satisfaction and operational efficiency

6. Patient Satisfaction Score: Gauges the patient’s perception of their healthcare experience,
often obtained through surveys post-visit or discharge

Facility systems: Patient environment:

- HVAC - loT platforms

- Lighting - Remote monitoring
- Telehealth

Processes: Stakeholders:

- Clinical response - Clinicians

- Privacy - Facility teams

Figure 1
Patient experience KPI influencers

0 Keona Health, Top patient experience metrics, 2020. " Medesk, 33+ Best Healthcare KPIs and Metrics for
Reporting, 2023.
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https://www.keonahealth.com/resources/15-vital-patient-experience-metrics-healthcare-call-centers-must-track
https://www.medesk.net/en/blog/healthcare-kpi-metric/
https://www.medesk.net/en/blog/healthcare-kpi-metric/

2.6 Adopting best practices from other industries

Leveraging insights from customer-focused industries can drive the transformation towards a
more patient-focused healthcare model. This includes measures aimed at both patients and
healthcare providers, such as:

o Mapping patient experience improvements directly to the desired results and KPlIs.

e Crafting clear and practical steps in care processes to pinpoint where improvements can
be made, using data as the guide. This might mean examining the patient’'s experience
from admission to discharge.

e Deploying an ongoing plan that steadily improves through insights from gathered data
and monitoring KPIs.

e Automating systems and workflows based on real-time data and system integration.

3. Challenges of traditional non-integrated patient room
architectures

In clinical environments, acquiring standalone facility systems for operations like HVAC, lighting,
and shading leads to separate monitoring and control mechanisms. This separation results in
redundant cabling, networking, and sensors. Traditional, non-integrated patient room architectures
also present several compounded issues:

e Increased cybersecurity threats, endangering patient data and care quality.

e Higher direct maintenance costs for numerous uncoordinated systems and indirect costs
from inefficiencies and disruptions in patient care.

e Service requirements cause significant patient care disruptions due to system downtime.

While building management systems (BMS) are crucial for safe and reliable building operations,
these systems also face pressure to adapt due to rising demands for energy efficiency, sustainability,
and changing needs from owners and occupants. Traditional BMS shortcomings include:

e |solated control over systems leads to material and cost redundancies.

e Limited integration capabilities with other systems for superficial monitoring without true
interoperability.

e A narrow selection of sensor types and a reliance on legacy BACnet protocol limit the
scope of data collection.

e Zone-level control lacks the granularity for precise energy management and occupant
comfort at the room level.

Disjointed configurations, see Figure 2, also increase operational burdens due to different
teams servicing various systems, leading to additional maintenance tasks and a need for more
unified oversight. This separation causes distinct clinical burdens, as clinicians need more
visibility into facility operations. Managing multiple systems requires diverse technician expertise
and familiarity with various platforms, designs, and system blueprints.

The lack of system
integration creates
an unsustainable
economic model that
prevents healthcare
facilities’ from
providing cost-
effective, seamless
care.
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Disjointed configurations

3.1 Disadvantages of the traditional clinical environment

Decoupled infrastructure systems

Non-integrated (traditional) patient room architectures, see Figure 3, have decoupled infrastructure
systems — they do not operate in harmony — requiring separate network connections, cabling, and

independent maintenance models and teams.

This disconnect is evident in isolated HVAC and electrical network operations, including lighting
and other equipment (e.g., shade controls). The lack of system integration can increase:

e Labor costs for installation, contracts, and coordination.

e Infrastructure requirements, such as materials, cabling, and devices, which escalate the
complexity and cost of the hospital's physical plant.

e Investment demands for computer hardware/software, cybersecurity measures, and staff
training to manage each subsystem independently.
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* Duplicated efforts for installation/ check-out

. ! » Common to have duplicated devices in the room
 Meticulous planning required during construction
« Cluttered user experience, no mobile interface
* Integration cannot handle building change
» Many points of failure are introduced

Other HVAC
application

Figure 3
Traditional infrastructure

For example, most lighting systems include occupancy sensors that could control HVAC systems.
In practice, this rarely happens due to a lack of integration or, in some cases, HVAC systems
have their own embedded occupancy sensors, leading to redundant equipment and
maintenance.

Siloed facility, clinical, and information systems Integrating data

streams can
profoundly transform
the responsiveness
and adaptability of
healthcare services.

Compartmentalized structures can severely constrain the flow of vital data, especially impacting
the sharing of admission, discharge, and transfer (ADT) information with facility systems. This is
critical for optimizing room availability and ensuring seamless patient flow. Without access to
ADT data, facility operations cannot align with the dynamic needs of patient care, leading to:

e Disjointed departmental coordination

e Delayed responses to patient needs

e Elevated risk of errors

3.2 Legacy communication hardware and cabling limitations

Traditional patient rooms often use outdated communication hardware and wiring, incapable of
supporting the bandwidth requirements of modern medical devices and information systems.
This can lead to:

o Slower transmission of vital patient data and alerts, potentially impacting care delivery.

e Limited spare parts availability as these components are often no longer supported by
the manufacturer.

3.3 Outdated or non-integrated protocols and systems

Old communication protocols like BACnet MS/TP were not designed to address today’s cybersecurity
threats. These protocols may transmit data without encryption, enabling malicious eavesdropping on
sensitive patient information or critical operational data. These same cybersecurity concerns also limit
the system's ability to integrate with other systems.

June 2024 Life Is On | Schneider Electric



Convergence between OT, IT, and clinical systems cannot be realized with outdated infrastructure
as these systems often:

e Lack strong user authentication or access control requirements
e Are incompatible with third-party security solutions

e Make cybersecurity posture improvements challenging

Additional architecture disadvantages

o Inflexibility to adapt to new technologies or scale as demands increase. The inability to provide
a cohesive, controlled
e Increased maintenance complexity, as each system requires separate checks and servicing.  environment tailored to
individual needs and
e There is potential for increased downtime, as a failure in one system is less visible and preferences diminishes
diagnosable due to the lack of integration. the patient experience.

e Environmental impact due to inefficiencies and excess energy consumption.

e Embodied carbon impact from the production and installation of equipment needed to
deliver overlapping functions across facility systems.

To address these limitations, a shift towards integrated monitoring and control is
beneficial and necessary to address patient expectations.

4. The integrated patient room experience

Today, a progressive shift towards integrated patient room systems reflects a fundamental change
in care delivery — from a nice-to-have feature to an essential component of modern medicine.

By coordinating various technologies and systems, integrated patient rooms establish a unified
environment responsive to patients and healthcare professionals. This shift fosters a smooth and
uninterrupted care experience, improving patient safety, comfort, and privacy and streamlining
clinical and facility operational workflows.

41 Integrated patient room architecture
Monitoring and control

Integrated patient rooms are designed with a centralized monitoring and control system connecting
every patient’s environment element. Figure 4 illustrates each room component —pillow control,
lighting (level/color), shade/blind, privacy glass, negative pressure, noise management, entertainment
systems, doctor/nurse displays, and room activity sensors.

Previously siloed mechanical and electrical systems — HVAC, lighting, and electrical infrastructure
—are now integrated, enhancing patient comfort and care efficiency. Bridging these once
separate systems allows healthcare facilities to optimize energy usage, improve patient outcomes,
and streamline the overall care process.
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Figure 4
Patient environmental elements

e HVAC: Ambient conditions can be monitored and controlled, giving patients control over Please see Chapter
their environment. 4: Reference
Architectures for
e Lighting: Lighting levels and color can be adjusted, aiding in therapy and creating a a more detailed
soothing atmosphere. integrated patient
room diagram.
e Shadel/blind control: Automatic or manual adjustments to natural light intake.

e Privacy glass: Switchable glass technology provides instant privacy without curtains.

e Negative pressure monitoring: Essential function for infection control, air quality, and
containment.

e Noise management: Sound monitoring and control to ensure a restful environment.

e Real-time alarms and notifications: Sent from all systems in the room directly to the facility
and clinical teams.

e Variable air volume (VAV) units and BMS integration: Precise airflow and pressure
control that minimizes drafts and turbulence. Together, they optimize environmental
conditions in real-time by adjusting air quality, temperature, and ventilation based on room
occupancy and purpose.

e Doctor/nurse displays: Real-time patient environment data and room controls at their
fingertips.

o Pillow speaker/pendant control integration: Patients can control room elements (lighting,
temperature, shades, privacy glass) from their beds.*

e Real-time location system (RTLS): Tracking and managing medical equipment, staff,
and patients.*

e Entertainment: Integrated systems for patient relaxation and engagement.*?

2 *Integrate with third-party systems at the room, ward, or building level.



4.2 Facility system integration
Airflow control

Specialized air flow devices in healthcare settings, like venturi valves, are used for precise airflow
control, particularly in operating rooms, isolation rooms, and laboratories. They operate on the
principle of the Venturi effect, which involves fluid dynamics to regulate airflow. By adjusting the
pressure and velocity of the air traveling through the system, these valves maintain specific,
controlled room pressures essential for hygiene, patient safety, and proper functioning of medical
equipment. They are critical to a facility’'s HVAC system to prevent contamination and ensure
optimal environmental conditions.

An integrated patient room architecture, see Figure 5, enables a coordinated control strategy
considering input from other building systems. For instance, control strategies can be adapted
to relax setpoints in unoccupied patient rooms or during non-surgical times in operating rooms.

q « Efficient installation and check-out

« Zero effort integration

» Elegant user experience

» Easy rezoning for future needs
» Seamless integration

Other HVAC
application

Figure 5
Integration at floor or building level

Maintenance systems

With computerized maintenance management systems (CMMS) and facility management systems
(FMS), advanced room systems enable predictive maintenance and automate scheduling, reducing
patient disruptions and healthcare operations.

Real-time notifications alert maintenance staff to issues, allowing for immediate action. These
notifications also help optimize the operation of the systems to reduce energy consumption and
increase equipment lifespan. This integration is crucial for maintaining stringent cleaning protocols
and preparing rooms for new patients.



These systems help maintenance teams understand room and equipment usage patterns,
prioritize tasks, and optimize resource allocation to minimize waste more efficiently. For example,
suppose the system detects a piece of equipment malfunctioning or not performing optimally. In
that case, it can automatically schedule maintenance when the room is known to be unoccupied
— like when the patient is away for surgery or other treatments. This integration with clinical
systems ensures that maintenance can occur without impacting the patient, avoiding any
disruption to their care experience. A smart BMS could schedule the deep cleaning of a
patient’s room while they are in surgery, ensuring they return to a sanitized environment without
having encountered maintenance activity.

Integrating facility and clinical systems enables seamless cross-system workflows. This synergy
enhances the healing environment through customized room settings, such as light color
adjustments and temperature control, and supports advanced care protocols by providing real-time
alarms and natifications. Centralized nursing stations are critical pillars of this transformation. They
serve as command centers for efficient communication and rapid response to patient needs. They
provide access to a unified data stream from diverse systems, which supports decision-making and
prioritizes patient comfort and safety, directly impacting the quality of care and clinical outcomes.

Nursing station

Nurses are at the heart of patient care, and their workflows are critical to delivering quality
healthcare. Centralized nursing stations that consolidate control and surveillance — a hub for
monitoring patient status — enable nurses to communicate efficiently with patients, swiftly adjust
room settings for increased comfort, and respond better to incidents.

These integrated information platforms aggregate data from various systems to help minimize
medication errors, improve patient outcomes, and optimize workflow efficiency. Nurses can
maintain proactive and responsive workflows and prioritize optimal patient care by accessing
comprehensive views of patient needs, room statuses, and important alerts.

Clinical system integrations can occur at room, area, or facility-wide levels, including:

Electronic health records (EHRSs) for immediate bedside access to patient information.

A real-time location system (RTLS) for efficient asset tracking and seamless data
integration with the BMS, improving operational efficiency and patient safety.

Real-time health monitoring systems continuously monitor vital signs with alerts triggered
for any critical changes.

Medication management systems (MMS) automate and track dispensing throughout
the patient journey, reducing errors and potentially adverse events. They also empower
patients to manage their medications more effectively after discharge.

Telemedicine and virtual consultation tools support remote specialist consultations.

Patient entertainment and education systems provide resources to improve engagement
and satisfaction.



Conduct a comprehensive analysis of use cases and functional requirements based on patient and
provider experiences since stakeholder involvement in the design process is pivotal. Any integration
strategy must be based on demonstrable data highlighting each patient’'s unique needs, often
identified through stakeholders, observations, and data analytics to distill true requirements.”

Each technical solution integrated into the healthcare environment must address a defined issue
or enhance a specific aspect of patient care or operational workflow. For instance, if data reveals
patients experience medication delays due to inefficient department communication, an integrated
MMS can be the targeted solution.

Integrations must weave into clinicians’ and facility teams’ daily routines. This can be achieved when
technology is molded around the contours of actual clinical encounters and patient management
pathways derived from qualitative and quantitative data.

Addressing patient room integration typically requires compatibility between new and existing
technologies. For example, many healthcare facilities often operate with legacy and non-IP
protocols, such as BACnhet MS/TP, designed for something other than the current demands of
IP-based communications. Integration challenges can include:

Compatibility issues: Older systems may use outdated protocols, making them incompatible
with new loT devices without middleware or adapters.

Data silos: Legacy systems often operate in isolation, creating silos that slow data exchange
and analytics.

Interoperability: Different systems and devices may not ‘speak the same language,’
impeding integration without middleware.

Cybersecurity: Integrating new technology with legacy systems may introduce vulnerabilities,
especially if legacy systems lack current security features.

Modern communication infrastructure with connected sensors also faces integration challenges:

IP-based communications must handle sensitive data securely while providing reliable,
instant connectivity, which is crucial for patient care.

Robust data protection privacy in compliance with regulations like the Health Insurance
Portability and Accountability Act (HIPAA).

Proper maintenance during hospital operations is needed to ensure system resilience and
uninterrupted critical care functions.

Addressing the potential for cyber threats.™

¥ National Library of Medicine, Setting Priorities for Health Technology Assessment: A Model Process, 2020.
* National Library of Medicine, eHealth Cloud Security Challenges: A Survey, 2019.

Integration helps
ensure that technology
serves as a bridge to
better outcomes rather
than becoming an end
in itself.


https://www.ncbi.nlm.nih.gov/books/NBK235898/#:~:text=the%20need%20to%20allocate%20technology%20assessment%20funds%20is%20essential%2C%20but%20the%20choices%20must%20be%20defensible
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6745146/#:~:text=The%20centralization%20of%20data%20on%20the%20cloud%20raises%20many%20security%20and%20privacy%20concerns%20for%20individuals%20and%20healthcare%20providers

In addition to using gateways for protocol translation and middleware to bridge gaps between
systems, application programming interfaces (APIs) are essential for seamless integration with
both legacy and modern clinical systems.

APlIs facilitate secure and efficient data exchange, which is critical for technology interoperability
and adherence to healthcare standard protocols like Health Level Seven (HL7®) and Fast
Healthcare Interoperability Resources (FHIR). APIs help protect existing system investments by
allowing different software and technologies to communicate and work together — including
integrating legacy systems with newer applications — enabling improved data flows and remote
monitoring capabilities. This can improve patient care without overhauling current infrastructures,
achieving a more connected, cohesive, and cost-effective technological ecosystem.

Using IP-based platforms and devices for integration and communication:

Enables high flexibility and scalability, enabling healthcare facilities to adapt technologies
to meet evolving care demands.

Supports various applications and devices, facilitating a unified network for secure and
reliable data transmission.

Integrates clinical systems and streamlines clinical workflows to enhance data collection
and analysis, ultimately improving patient outcomes and operational efficiency.
Additional integration success factors:

Analyze user needs to include user-friendly graphical interfaces and intuitive system
access for healthcare professionals.

Consolidate cybersecurity measures with robust encryption and authentication protocols
to address weak links (from legacy protocols or systems).

Compliance with health data standards and regulations, such as the Health Insurance
Portability and Accountability Act of 1996 (HIPAA) in the U.S. or the General Data
Protection Regulation (GDPR) in the European Union (EU), is non-negotiable.

Staff training for system proficiency is critical for the operational success of an integrated
patient room and requires proficient users.

The integration strategy must be patient-centric, ensuring that all technological advancements
contribute to a better patient experience and outcome.


https://www.hl7.org/

Improved room comfort: Patients can tailor their environment, adjusting room noise or
occupant levels, contributing to their well-being.

Maximized privacy: Technologies like privacy glass and automated blinds can be automated
based on time schedules or specific alarms to more easily manage patient privacy.

Enhanced safety: Integrated HVAC controls support infection control by maintaining optimal
environmental conditions. Additionally, integrated facility systems enable the automatic
operation of lights in case of clinical alarm, reducing the clinical teams’ response times.

Optimized clinical workflows: Streamlined workflows enhance efficiency for doctors
and nurses, allowing them to respond more quickly to patient needs and dedicate more
time to individual care.

Elevated facility management and improved teamwork: Centralized control systems
provide facility managers and clinical teams with real-time data and analytics for more
proactive management of the healthcare environment and improved collaborative efforts
that support superior patient care.

Streamlined facility workflows: Automated systems streamline facility workflows by
scheduling maintenance and cleaning for unoccupied rooms, reducing patient disruption,
and cutting costs by optimizing staff deployment and resource use.

Reduced recovery times: Adaptive environments can be personalized to individual patient
preferences and medical requirements, promoting faster recovery.

The loT-connected integrated patient room represents a leap forward in healthcare design,
significantly improving patient experiences and the efficiency and quality of services. This
advanced setup boosts patient comfort and care with automated environmental controls,
continuous health monitoring, and immediate access to entertainment. It also streamlines
provider workflows by automating routine tasks, allowing for a greater focus on direct
patient care.
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Integrating technologies within a patient room provides several substantial benefits. It simplifies
processes, enhances patient comfort, and is key to improving health outcomes. The guidance
provided aims to clarify the process, combining technical requirements with the goal of a
patient-oriented care environment. Through these patient-centric integrations, healthcare
providers can ensure patients receive the most advanced care and the most empathetic and
personalized experience.

EcoStruxure for Healthcare is ideal for such patient room applications. It blends sophisticated
control systems with analytics, enhancing patient safety and satisfaction. It also unifies dissimilar
technologies within the healthcare setting, enabling improved monitoring, maintenance, and
interaction with healthcare systems. It not only meets the current demands for healthcare facility
management but also anticipates future needs for technological integration.


https://www.se.com/ww/en/work/solutions/for-business/healthcare/

https://blog.se.com/buildings/healthcare/2023/10/30/how-digitization-increases-satisfaction-in-healthcare-spaces/

https://www.se.com/ww/en/download/document/IoT_and_future_of_Healthcare/?ssr=true


