etwork Segmentation

Improve your network security posture

Schneider Electric's Network Segmentation service creates zones
(subnetworks) within an operational technology (OT) network to improve
network traffic control.

Creating zones enables organizations to uniquely apply security controls
to each zone according to standard policies and the zone risk level.
Overall, the goal of Network Segmentation is to enhance the security
of a system.

However, Network Segmentation also improves an organization’s monitoring
capabilities, boosts performance, allows administrators to address technical
issues locally, and prevents unauthorized access to a network.

Why separate networking zones?

Creating separate zones helps you to:

* Improve security and isolate network areas to limit how far an attack
can spread and reduce the attack surface to a minimum.

« Assign different security levels per zone to implement security controls
that meet the desired security level of specific asset(s) and maximize
your budget.

*  Optimize system functionality by reducing network congestion and
improving network performance by removing unnecessary traffic in a
particular subnet.

* Extend authentication and access controls of users and components
within a network.

* Protect legacy operating systems or critical assets that may run 24/7
and cannot be taken offline to be patched or are legacy systems that no
longer have patches available.

se.com/cybersecurity-services

Key benefits

+ Limits cyberattack damage by
preventing lateral movement
of malicious activity

Optimizes the operational
performance of the network

+ Teams save time to detect and
respond to threats

+ Reduces the cost and scope
of compliance
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What will a secure network
architecture look like”?

An appropriate architecture can counter risks introduced by connecting the OT system (such as a
distributed control system) to a corporate network.

According to best practices and international standards (ISA/IEC 62443), a demilitarized zone (DMZ)
buffers the OT (control) and corporate networks to provide segregation between them, enabling the
capability to terminate or limit traffic between network layers. Creating different network zones to
effectively avoid lateral movements of malicious activity within a network could lead to data breaches
and other security threats.

Overall, a good Network Segmentation framework supports:

+ An organization’s ability to better remediate and repair the damage since malicious activity is
within a constrained zone.

- Easier detection of attack as they attempt to migrate in various network segments that each have
security controls implemented.

+ Organizations, deployment of security tools and/or digital solutions such as an integrated
Intrusion Detection System (IDS) that supports a secure reference architecture.

Creating different network segments or zones is an effective way to avoid data breaches and
other security threats.

How does Schneider Electric do this?

Schneider Electric, Figure 1, uniquely combines hardware, software, and service elements to:

1. Create a secure network architecture and plan
+ Conduct a comprehensive audit of your existing network diagrams and systems.
+ ldentity how assets and equipment are connected and assess potential system
vulnerabilities.
+ Design a network architecture and strategy for deploying firewalls based on risks within
your technology ecosystem.
— Note: Security plan includes the impact of product architectures, people, and
corporate processes.
2. Separate networks (if needed)
+ Separate networks by major functions such as enterprise, plant, process, and field zones.
3. Network Segmentation
« Further divide the separate zones into smaller zones based on location or function.
— These zones are separated by firewalls, either virtually or with hardware.
« Each subnet can be assigned a different security level depending on their function
and criticality.
4. Configuration and hardening
= Many firewalls are sold out of the box with a focus on speed and ease of implementation
instead of security.
= Schneider Electric engineers will:
— Ensure firewalls are properly configured and audit rules.
— Block any unused ports.
— Disable and remove unnecessary protocols and services.
— Create firewall policies enabling secure communication across networks.
5. Monitor and update (add-on service)
« Schneider Electric will periodically:
— Monitor devices for availability and performance.
— Apply necessary firmware updates or patches.
— Ensure firewall rules are audited and create new policies to secure your network
from new threats.
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Schneider Electric's defense in depth approach

Cloud 1 Securle Plan . -
Define and apply security policies and procedures.
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Physical separate networks dedicated to different purposes.
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Perimeter Protection
Protect network with firewall, VPN. Note: firewall can impact system
performances and is not a sliver bullet, it must be chosen and placed with care.
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VLAN or, better, separate the networks.

Monitoring & Update
Continuously monitor, manage, and protect. Patch with new software revisions, reporting for audit compliance.

Why Schneider Electric?

Schneider Electric has created a cybersecurity services practice to help customers design and
implement in-depth defense strategies.

Schneider Electric also has experience in the most heavily regulated industries to allow our team to

implement Network Segmentation through:

« Expertly analyzing the customer’s network.

+ Breaking down networks into functional areas.

« Determining firewall placement and converting it into a segmented network layout to ensure data
integrity at every network layer. (Based on the layer, the data flow direction and sensitivity are very
different, including the most sensitive data and layers 0, 1, and 2.)

Through our deep domain knowledge and in accordance with international standards and best
practices, we implement a firewall at each layer to control and mitigate risk. The most critical
segmentation in the demilitarized zone (DMZ) is the buffer between the enterprise and
operations layers.

Experienced, capable, and globally available

Schneider Electric’s global team of cybersecurity experts understands the unique needs and
challenges of OT systems and technologies. We work to understand your precise requirements
(regardless of the system) and help customize and implement the right level of security to meet your
business needs. We help ensure that your people, processes, and technologies are protected.

Life Is On
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Segment areas of network according to location, function, security needs with

Figure 1

Contact us

today to learn
more about
Network
Segmentation
and our full range
of solutions that
can support

your needs for
cybersecurity
protection across
all business types
and industries.
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